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Key Acts And Regulations
i) Licensees Obligations Nuclear Safety &Control Act (N.S.C.A.) SC 1997,c.9
•
General Nuclear Safety and Control Regulations SOR/2000-202 (ss.
12(1)c,h,i,j;

•
Nuclear Security Regulations SOR/2000-209
ii) Powers of Security Officers
•
Nuclear Security Regulations
•
Public Works Protection Act R.S.O.1990,c.55;ss.2(2); 3
•
Criminal Code of Canada (s.117.07)
•
Bill 51 2nd sess. 40th Leg. Ont. 1st reading April 10, 2013;Schedule 3
iii) Security of Information
•
Access to Information Act R.S.C.1985 c.A-1 ss.16(1)a iii and 16(2)c
•
Freedom of Information and Protection of Privacy Act (14i) (16)
•
General Nuclear Safety and Control Regulations SS.21-23
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i) Licensee’s Security Obligations
N.S.C.A. General Regulations
12. (1) Every licensee shall
(c) take all reasonable precautions to protect the environment
and the health and safety of persons and to maintain the security
of nuclear facilities and of nuclear substances;
(h) implement measures for alerting the licensee to acts of
sabotage or attempted sabotage anywhere at the site of the
licensed activity;
(i) take all necessary measures to facilitate Canada’s compliance
with any applicable safeguards agreement;
(j) instruct the workers on the physical security program at the
site of the licensed activity and on their obligations under that
program.
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i) Licensee’s Security Obligations
Nuclear Safety & Control Act-Nuclear Security Regulations
•

•
•
•

•
•
•
•

Access Control: With or without escort no person may enter
a protected area without the licensee’s authorization (s.17)
Design Basis Threat CNSC establishes the DBT and
licensee takes it into account in the physical protection
system and modifies system as necessary (s.7.4(2)
Threat & Risk Assessment At least every 12 months (s.7.5)
Barriers , Vehicle Portals and unobstructed areas (s.910)
Monitoring physical Protection Measures (s.15)
Uninterrupted Power Supply (15.1)
Sufficient Complement of Nuclear Security Officers
(s.30)
On Site Nuclear Response Force (s.32) (NRF) and Written
Arrangements with Off-Site Response Force (s.47)
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i) Licensee’s Security Obligations
NUCLEAR SECURITY REGS. ACCESS CONTROL (un-escorted)
see also CNSC document REGDOC-2.12.2

http://www.nuclearsafety.gc.ca/eng/acts-and-regulations/
regulatorydocuments/published/html/regdoc2-12-2/index.cfm

•

•

•

•

Site Access Security Clearance (SASC) Valid for 5 years. (s.17.1.2)
Applicants for access must sign the Treasury Board Secretariat’s
Personnel, Screening, Consent and Authorization Form TBS/SCT 33023E: Rev. 2006/02. The Form requires the Applicant’s consent to
release and share with the RCMP and CSIS information including date
of birth, address, education, professional qualifications, employment
history, personal character references, a criminal record check, credit
check, and loyalty;
Identity report includes SASC, proof of lawful presence in Canada,
principal residence, photo depicting frontal view;
Foreign Nationals need to provide a work visa or passport proof of
legal status in Canada and a criminal record name check (CRNC) via a
trusted third party from the Applicant’s country of origin.
CRNC’s are required for any country for which an Applicant spent
6 months or longer in the past 5 years.
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ii) Powers of Security Officers
•

Bruce Power Nuclear Response Team Wins 7th SPOTC
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ii) Powers of Security Officers
NUCLEAR SECURITY REGULATIONS
•
•

Signage posted at entrance to protected area stating that
permission to enter is conditional upon consent of person
seeking entrance to, or exit from, the area to a search of their
person and anything in their possession (s. 27(1)
Nuclear Security Officers (NSO’s):
• (a) control the movement of persons, materials and land vehicles;
• (b) conduct searches of persons, materials and land vehicles for weapons,
explosive substances and nuclear material;
• (c) conduct preventive foot and land vehicle patrols of the facility and the
perimeter of the protected area to inspect for security breaches and
vulnerabilities;
• (d) respond to and assess alarm incidents;
• (e) apprehend and detain unarmed intruders;
• (f) observe and report on the movements of armed intruders; and
• (g) operate security equipment and systems. (s.30)
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ii) Powers of Security Officers
Public Works Protection Act (PWPA)
•

•

Guards are appointed by the Solicitor General, the OPP, the chief of police of a
municipality or the designate of the chair of a person having charge of a public
work (s.2)
S.2(2) Guards have the powers of a peace officer. (emphasis added)

Guards may:
•
a) require any person entering or attempting to enter any public work or any
approach thereto to identify themselves and state their purpose.
•
(b) search, without warrant, any person entering or attempting to enter a public
work or a vehicle in the charge or under the control of any such person or which
has recently been or is suspected of having been in the charge or under the
control of any such person or in which any such person is a passenger; and
•
(c) may refuse permission to any person to enter a public work and use such
force as is necessary to prevent any such person from so entering.(s.3)
•
Arrest without warrant anyone who fails to comply with a a guards’ request or
direction (s.5(2)
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ii) Powers of Security Officers
Firearms & PWPA & The Criminal Code
•
•

•

•

Members of the Nuclear Response Force are mandated by
the Nuclear Security Regulations to be trained in the use of
firearms, authorized to carry firearms in Canada and
qualified to use them. (s.1)
They have no authority under federal regulation to carry
firearms without a licence;
They are however , appointed as guards and therefore
peace officers under the Public Works Protection Act;
Section 117.07 exempts “peace officers” from licensing
requirements for possessing firearms and other prohibited
and restricted weapons
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ii) Powers of Security Officers
Outside the Protected area -on or off property
•
•
•

•

Nuclear Security Regulations are silent;
PWPA give Guards the power to demand identification
and state their purpose for anyone entering or
attempting to enter any public work or any ‘approach
thereof’ (s.3a)
Guards may further arrest without warrant anyone who
refuses to comply with a request or direction (s.5(2)
These powers extend to the controlled area (roadways,
parking lots and waterways) within nuclear facility
property boundaries and “approaches” to the site.
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ii) Powers of Security Officers
The McMurtry Report April 2011
http://www.mcscs.jus.gov.on.ca/english/publications/PWPA_review.html
•

•

•

PWPA is overly broad and vague . Its time “seems to have passed”
It doesn’t strike the right balance between the protection of the
public and individual rights
“NSO’s must be able to monitor and control access to the controlled
areas and areas close to a nuclear power plant’s property line. This
provides for a more secure perimeter around these facilities. They
need authority to challenge individuals acting in a suspicious
manner or conducting surveillance of nuclear facilities… I am
advised that previous events such as The Toronto 18 have shown
that those intent on targeting vital infrastructure such as power
generating facilities often use reconnaissance and intelligence
gathering as precursor tactics. “
Recommended: Powers should be set out in federal Nuclear
Security Regulations or alternatively Ontario “should consider
specific legislation setting out the specific powers required to
properly secure these facilities and the specific location in which
these powers can be exercised.”
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ii) Powers of Security Officers
Bill 51: Security for Electricity Generating Facilities and Nuclear Facilities Act
•

•

•

A person appointed under the regulations to provide security
services for any real property relating to the facility that is under the
direct control of the operator (the premises) is a peace officer while
engaged in providing those services .(s.3)
A peace officer may require a person who wishes to enter the
premises or who is on the premises i) to produce identification ii)
provide information for the purpose of assessing whether the
person poses a security risk; iii) search without warrant a person
who wants to enter or who is on the premises or anything in the
custody or care of the person including a vehicle they are driving or
in which the person is a passenger iv) refuse entry or carriage of
property onto the premises and use reasonable force to achieve
this v) demand that a person leave or immediately remove property
in their custody and use reasonable force to achieve this. (s.4)
Right to arrest for obstruction or interference with peace officer (s.5)
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iii) Security of Information
General Regulations under the N.S.C.A.
21. (1) (c) the security arrangements, security equipment, security systems and security
procedures established by a licensee in accordance with the Act, the regulations made under
the Act or the licence, and any incident relating to security; and
(d) the route or schedule for the transport of Category I, II or III nuclear material…
23. (1) No person shall transfer or disclose prescribed information unless the person
(a) is legally required to do so; or
(b) transfers or discloses it to
(i) a minister, employee or other person acting on behalf or under the direction of the
Government of Canada, the government of a province or any of their agencies, for
the purpose of assisting themselves in exercising a power or performing a duty or
function lawfully conferred or imposed on them,
(ii) an official of a foreign government or an international agency, for the purpose of
meeting obligations imposed by an arrangement made between the Government
of Canada and the foreign government or international agency,
(iii) a worker, for the purpose of enabling the worker to perform duties assigned by
the licensee, or
(iv) a person who is legally required or legally authorized to obtain or receive the
information.
(2) A person who possesses or has knowledge of prescribed information shall take all
necessary precautions to prevent any transfer or disclosure of the prescribed
information that is not authorized by the Act and the regulations made under the Act.
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iii) Security of Information
Access to Information Act (Can.)
16. (1) The head of a government institution may refuse to disclose any record
requested under this Act that contains
(a) information obtained or prepared by any government institution, or part of any government
institution, that is an investigative body specified in the regulations in the course of lawful
investigations pertaining to
(iii) activities suspected of constituting threats to the security of Canada within the meaning of
the Canadian Security Intelligence Service Act,

(2) The head of a government institution may refuse to disclose any record
requested under this Act that contains information that could reasonably be
expected to facilitate the commission of an offence, including, without restricting
the generality of the foregoing, any such information
(c) on the vulnerability of particular buildings or other structures or systems, including computer
or communication systems, or methods employed to protect such buildings or other structures
or systems.
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iii) Security of Information
Freedom of Information and Protection of Privacy
Act (Ont.) (FIPPA)
(s.14(1) A head may refuse to disclose a record where the disclosure
could reasonably be expected to,
(i) endanger the security of a building or the security of a vehicle
carrying items, or of a system or procedure established for the
protection of items, for which protection is reasonably required;

(s.16) A head may refuse to disclose a record where the disclosure
could reasonably be expected to prejudice the defence of Canada or of
any foreign state allied or associated with Canada or be injurious to the
detection, prevention or suppression of espionage, sabotage or
terrorism and shall not disclose any such record without the prior
approval of the Executive Council.
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Interim order PO-2960-I
Source Term Data under FIPPA
•
•
•
•

•

Source Term data consisted of information about the projected release of
radioactive materials under various “event sequences” from identified
locations .
Source Term data is included in the probabilistic risk assessments for
Ontario Power Generation’s (OPG’s) Pickering and Darlington nuclear
stations.
Categories of malfunctions and accidents are ranked according to
probability of occurrence and the quality of success of the containment that
would go with the accident or malfunction.
Interim Order PO-2960-I The adjudicator found the records exempt from
public disclosure. OPG successfully relied upon the protections for security
of buildings (s.14i) and national security (s.16). OPG was however, ordered
to consider whether the public interest in an informed public debate about
nuclear safety following Fukushima Daichaii and 9/11 required disclosure.
The adjudicator considered it relevant and persuasive that the CNSC had
previously refused a request by the appellant for the probabilistic risk
assessment containing the source term data at issue on the appeal.
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Final Order PO-3019-F
Source Term Data under FIPPA
•

•

OPG reaffirmed its decision to deny access. It considered the
importance of public debate, the impact of the Japanese nuclear
event following the tsunami, but it also considered that granting a
general access request amounted to “disclosure to the world” and
that the information could come into the hands of persons with
nefarious intent.
The adjudicator was not persuaded that OPG’s reaffirmation was
exercised in bad faith, for an improper purpose, took into account
irrelevant factors or failed to take into account relevant factors.
OPG had decided on balance, that the issues of national security
and public safety in denying access were more compelling. This
was a decision it was entitled to make.
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